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Abstract 
This report by Myanmar Scam Watch investigates the rise of transnational organized 

crime, human trafficking, and cyber fraud in post-coup Myanmar. Drawing on field 

research, interviews, and open-source data, it shows how Myanmar’s $37 billion illicit 

economy continues to expand despite repeated crackdowns. Often enabled by the State 

Administration Council (SAC) and its allies, criminal networks have become more 

decentralized, adaptive, and deeply embedded in the region. The study details how 

thousands of victims—particularly women, girls, and young people from Myanmar—are 

lured, coerced, or trafficked into scam compounds under conditions of desperation and 

deception. It also documents how weak law enforcement, inadequate victim protection, 

and official complicity have allowed these abuses to persist. The report concludes with 

urgent recommendations for governments, donors, and law enforcement to adopt more 

coordinated, trauma-informed, and victim-centred responses. 
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Executive summary 
The collapse of the rule of law and the intensification of violent conflict following the 2021 military coup 

transformed Myanmar into a hub for transnational organized crime, including cybercrime, human 

trafficking and exploitation, and trade in illicit narcotics.1 According to the most recent Global Organized 

Crime Index, Myanmar holds the world’s highest recorded criminality score.2 Despite repeated 

crackdowns, Myanmar’s illicit economy is booming.  

Ad hoc crackdowns in Myanmar’s border areas have failed to dismantle organized crime networks, 

inadvertently spurring them to become more adaptable and resilient.3 Criminal networks have adopted 

more flexible operational models, expanded into new areas, and leveraged technology to evade 

crackdowns. This poses unprecedented risks, not only for Southeast Asia but for global security.  

Chinese criminal syndicates are adept at infiltrating and co-opting elites across Southeast Asia, using 

corruption and weak governance to entrench their operations. They have a vested interest in ensuring 

continued instability in Myanmar, hindering prospects for peace and democracy. The State Administration 

Council (SAC) and its allies have enabled the explosive growth of this illicit economy, relying on its spoils to 

desperately cling to power by oppressing local communities in Myanmar that are fighting for democracy, 

dignity and basic rights. The international community must acknowledge the interdependence between 

the SAC and organized crime networks, and accept that while regime change is necessary, it is not sufficient 

to dismantle sprawling cybercriminal networks that generate billions annually by enslaving thousands of 

victims of human trafficking and preying on innocent people worldwide.  

The recent convergence of Myanmar’s economic collapse and the forced conscription law have further 

bolstered criminal networks by supplying them with a vast, desperate—and often willing—workforce. 

With few employment options at home, an increasing number of Myanmar young men and women are 

making the perilous decision to migrate to criminal hubs to seek work, exposing themselves to 

exploitation and abuse. The sobering reality is that Myanmar has become a failed state, leaving its youth 

with limited pathways to survival beyond risking trafficking and abuse at the hands of organized crime 

networks. This evolution complicates the broader response, requiring anti-trafficking organizations and 

law enforcement agencies to adopt a sophisticated approach to victim identification, and underscoring 

the urgent need for holistic humanitarian and development assistance to provide a lifeline to millions of 

Myanmar men, women, and children. 

Through this research, Myanmar Scam Watch seeks to deepen our understanding of the evolving dynamics of 

organized crime in Myanmar and its impacts on local communities, and to support a more comprehensive global 

response to organized crime by providing actionable recommendations to key stakeholders.  

 
1 Priscilla A. Clapp and Jason Tower. “A Criminal Cancer Spreads in Southeast Asia.” United States Institute of Peace. June 2023. 
2 Louise Taylor, Global Initiative Against Transnational Organized Crime. “Mind the gap: Organized crime on the rise in 
Myanmar as resilience wanes.” Global Initiative. February 2024. 
3 Jason Tower. “Scam empire strikes back: Crackdowns on Myanmar’s scam industry have had little material impact.” 
Global Initiative against Transnational Organized Crime. August 2025. 

https://www.usip.org/publications/2023/06/criminal-cancer-spreads-southeast-asia
https://globalinitiative.net/analysis/myanmar-organized-crime-resilience-ocindex/
https://globalinitiative.net/analysis/myanmar-organized-crime-resilience-ocindex/
https://globalinitiative.net/analysis/scam-empire-strikes-back-crackdowns-on-myanmars-scam-industry-have-had-little-material-impact/
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Methodology 
Myanmar Scam Watch used a mixed-methods approach, drawing on diverse sources of information about 

the functioning of criminal networks in Myanmar and the broader Southeast Asian region, including: 

• Fieldwork in different areas in Shan State and the Thai-Myanmar border where criminal syndicates are 

operating scam compounds, as well as areas which used to be hubs for cyber criminality before 

Operation 1027. This allowed the research team to get a better understanding of the effectiveness of 

crackdowns, and their impacts on local communities. Given the extreme security risks, the research 

team gathered field observations discreetly and conducted unstructured interviews. 

• Semi-structured interviews with people who have direct insights into cyber criminality, including: 

o victims of trafficking and/or exploitation, 

o individuals and organizations supporting the rescue of victims of trafficking and/or exploitation, 

o individuals with direct insights into cybercrime in Myanmar and across Southeast Asia.  

• Open-source data collection, including regular monitoring of Telegram, Facebook and other social 

media networks to identify patterns related to cyber criminality in Myanmar. 

• A desk review with a transnational, holistic lens to capture a broad range of relevant sources detailing 

the dynamics of human trafficking, exploitation, and forced criminality in Myanmar. This paper builds 

on extensive research and investigations conducted by local media and civil society in Myanmar and 

Southeast Asia.  

Due to the extreme sensitivity of this topic, Myanmar Scam Watch will not disclose any information that 

may identify its sources throughout this report.  



 
 

 7 

              SCAM HAVEN 
MYANMAR 

DIGITAL 
RESEARCH 

Ad hoc crackdowns fail to dismantle 
a $37 billion illicit economy 
Myanmar Scam Watch has found that ad hoc attempts to crack down on criminal networks in Shan and 

Karen states have only temporarily disrupted their operations, rather than eliminating them completely. 

To analyze why these piecemeal interventions failed, it is important to highlight the extent to which the 

State Administration Council (SAC) and its allies have enabled the growth of cyber scamming operations 

by leasing land, selling utilities and providing security services to organized crime networks. The Karen 

Peace Support Network was one of the first local civil society organizations to document how the 

Myanmar military and its allied Border Guard Force (BGF) jointly enabled and benefited from the 

establishment of Shwe Kokko, prior to the outbreak of the COVID-19 pandemic, when organized crime 

networks were focused on running casinos rather than branching out into cyberfraud.4 A Justice for 

Myanmar investigation, published earlier this year, showed that the Karen BGF not only owns or profits 

from a number of scamming compounds, including Yatai New City, KK Park, Apollo Park and Yulong Bay, 

but also actively enables their operations and benefits from the cross-border fuel and electricity supplies 

used by organized crime networks.5 A 2025 report from C4ADS analyzing phone geolocation showed 

frequent movements between scamming compounds along the Thai-Myanmar border and government 

buildings in Nay Pyi Taw, suggesting clear collusion between organized crime networks and the SAC.6  

The interdependence between the SAC and its allies and organized crime networks has been 

corroborated by sources with direct insights into cybercriminal operations during this research project. A 

local source told Myanmar Scam Watch that they saw individuals wearing Myanmar police uniforms 

guarding both the perimeter and interior of a scamming compound in Laukkaing prior to Operation 1027, 

and that they had witnessed some of these individuals torturing people held in captivity. Sources along 

the Thai-Myanmar border also highlighted the key role that the BGF and Democratic Karen Buddhist Army 

(DKBA) have played in enabling the growth and operational continuity of cybercriminal operations. 

According to a local source, the BGF can pay soldiers a salary up to 5,000 Thai baht (approximately 152 

USD) per month, a much higher salary than other armed organizations. The prospect of earning a higher 

wage by working as a security guard for scamming centres appeals to young people who want to escape 

forced conscription. 

It is absurd that the SAC and its allies have received positive press coverage for conducting raids on scam 

compounds, when these actors have facilitated the expansion of organized crime in Myanmar’s border 

areas and depend on those revenues for survival.7  

 
4 Karen Peace Support Network (KPSN). “Gambling Away Our Lands: Naypyidaw’s ‘Battlefields to Casinos’ Strategy in 
Shwe Kokko.” March 2020. 
5 Justice for Myanmar. “Who powered the expansion of cyber scams in Myawaddy?” March 4, 2025. 
6 Michael di Girolamo. “Hot Lines: Tracing Movements to and from Myanmar’s Scam Centers.” C4ADS Innovations for 
Peace. March 27, 2025. 
7 Bangkok Post. “Karen Border Guard Force to help nail scammers.” February 15, 2025; France 24. “Myanmar returns 300 
more Chinese scam centre workers.” February 21, 2025; The Nation. “China praises repatriation of 200 scam suspects.” 
February 21, 2025; The Nation. “Group faces challenges caring for victims of call centre scams.” February 22, 2025. 

https://c4ads.org/
https://kesan.asia/wp-content/uploads/2020/03/Gambling-Away-Our-Lands-English.pdf
https://kesan.asia/wp-content/uploads/2020/03/Gambling-Away-Our-Lands-English.pdf
https://www.justiceformyanmar.org/stories/who-powered-the-expansion-of-cyber-scams-in-myawaddy
https://c4ads.org/commentary/hot-lines/
https://www.bangkokpost.com/thailand/general/2961315/karen-border-guard-force-to-help-nail-scammers
https://www.france24.com/en/live-news/20250221-myanmar-returns-300-more-chinese-scam-centre-workers
https://www.france24.com/en/live-news/20250221-myanmar-returns-300-more-chinese-scam-centre-workers
https://www.nationthailand.com/news/world/40046536
https://www.nationthailand.com/blogs/news/general/40046578
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Operation 1027: a post-mortem analysis of cybercriminal 
resilience in Shan State 

In October 2023, the Three Brotherhood Alliance launched Operation 1027, a large-scale military 

offensive targeting strategic SAC positions in Shan State, including the criminal hub of Laukkaing.8 A joint 

statement issued by the Three Brotherhood Alliance on the first day of the operation highlighted that one 

of their commitments was “combating the widespread online gambling fraud that has plagued Myanmar, 

particularly along the China-Myanmar border,” and to “crack down on online gambling companies and 

the SAC, along with its associated militia groups that have been involved in these operations.”9  

Throughout the military offensive, the Three Brotherhood Alliance launched coordinated raids on scam 

centres where thousands of Chinese, Myanmar and third-country nationals were housed, in close 

coordination with Chinese law enforcement agencies. The SAC belatedly launched crackdowns of its own 

in northern Shan State, prompted by the urgent need to appease Chinese authorities which had grown 

increasingly frustrated with the junta’s active support of organized crime.  

These crackdowns were widely praised in Chinese media for their success in disrupting the operations of 

notorious organized crime networks collectively known in Myanmar and Chinese media as the “Four Big 

Families” of Kokang.10 These networks had built a reputation for running cybercrime operations, casinos, 

brothels and armed protection rackets. The leaders of three of the four organized crime families—Bai 

Suocheng, Wei Chaoren, and Liu Zhengxiang—were arrested and extradited to China, where they now 

face criminal charges.11 The kingpin of the fourth family, Ming Xuecheng, reportedly killed himself to 

evade arrest in November 2023.12 The SAC surrendered his body to the Chinese authorities, along with 

other family members who were arrested in the raid. 

In September 2025, a Chinese court convicted 39 members of the Ming crime family of organized crime. 

11 members of the Ming family were sentenced to death for their involvement in online scamming, illegal 

casinos, drug trafficking, and prostitution.13  

Challenges with victim identification and assistance  

While many individuals involved in cyber scamming were perpetrators, thousands of others were 

trafficking victims, coerced into scamming, and potentially subjected to torture, sexual exploitation or 

other forms of abuse. According to the Chinese Ministry of Public Security, more than 44,000 Chinese 

nationals suspected of being involved in cybercrime were handed over to Chinese authorities during 

Operation 1027.14  

 
8 Jason Tower. “Myanmar’s Collapsing Military Creates a Crisis on China’s Border.” United States Institute of Peace. April 2024.  
9 Three Brotherhood Alliance. Statement on October 27, 2023. 
10 Xinhua. “10 major criminal suspects transferred back to China from Myanmar.” January 2024 
11 Kelly Ng. “Myanmar hands over three junta-backed Chinese warlords to Beijing.” BBC News, January 31, 2024. 
12 Ingyin Naing. “Myanmar Rebel Offensive Helps China’s Cybercrime Crackdown.” Voice of America. November 20, 2023. 
13 Jonathan Head and Tessa Wong. “China sentences 11 members of mafia family to death.” BBC News. September 29, 2025. 
14 Xinhua. “10 major criminal suspects transferred back to China from Myanmar.” January 2024; and Radio Free Asia 
Burmese. “More than 40,000 Chinese involved in online scam operations deported from Myanmar.” December 2022.  

https://www.usip.org/publications/2024/04/myanmars-collapsing-military-creates-crisis-chinas-border
https://english.news.cn/20240131/82f9f990613e4f3bb6e14511c2c7bd55/c.html
https://www.bbc.com/news/world-asia-china-68150555
https://www.voanews.com/a/myanmar-rebel-offensive-helps-china-s-cybercrime-crackdown/7362836.html
https://www.bbc.com/news/articles/c78nrx309kzo
https://english.news.cn/20240131/82f9f990613e4f3bb6e14511c2c7bd55/c.html
https://www.rfa.org/english/news/myanmar/chinese-deported-12222023162538.html
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Leaders of major criminal networks repatriated on a charter flight to Kunming. (Source: Xinhua) 

  

Chinese nationals over handed to Chinese immigration authorities at the border during Operation 1027. (Source: Weixin) 

Given the large number of people repatriated in a relatively short time frame, it is unclear how thoroughly 

Chinese law enforcement could screen individuals for potential signs of human trafficking and abuse. The 

speed and scale of repatriation likely strained available resources and made it difficult to conduct individual 

assessments. Trafficking victims may have gone unidentified and unassisted. 

Amid this rapidly unfolding military offensive, the SAC and the Three Brotherhood Alliance held in their 

custody hundreds of third-country nationals who were reportedly victims of trafficking and exploitation.15 

In this volatile context, armed actors with patchy human rights records are not equipped to identify or 

provide essential support services to victims of trafficking. A report by The Irrawaddy raised concerns that 

approximately 500 people from Thailand, Nepal, Ethiopia, and Laos were held in SAC military camps and 

subjected to forced military labor after being rescued from scam centres.16 

 
15 Community Analysis Support System, Center for Operational Analysis and Research. “Compound Abuses: Human 
Trafficking, Forced Criminality, and Abuse in Myanmar’s Border Areas.” December 2023. 
16 The Irrawaddy. “Myanmar Military ‘Holding 500 Foreigners as Human Shields’ in War-Torn Shan State.” November 2, 2023. 

https://www.irrawaddy.com/news/burma/myanmar-military-holding-500-foreigners-as-human-shields-in-war-torn-shan-state.html
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Evading justice: Gaps in arrests and perpetrator smuggling  

According to local sources, many low- and mid-level Chinese and Myanmar nationals involved in cyber 

scamming evaded arrest during Operation 1027. Many of them worked for criminal networks that 

resumed activities in other parts of Myanmar, including Tachileik and Shwe Kokko in the weeks after the 

crackdown. Other criminal networks affected by Operation 1027 reportedly moved into areas controlled 

by the Shan State Progress Party (SSPP), such as Tanyan and Mong Ye. More recently, Pyin Oo Lwin, 

Namhsan, and Taunggyi have also emerged as hubs for cybercriminal operations.  

A local source told Myanmar Scam Watch that soldiers of the Myanmar National Democratic Alliance 

Army (MNDAA) were reportedly moving Chinese scammers from Laukkaing to their areas of control 

during Operation 1027, helping to ensure the continuity of cybercriminal operations. Myanmar Scam 

Watch also received a report that soldiers of the MNDAA forcibly detained Chinese nationals involved in 

cyber scamming in December 2023 and demanded that each pay 600,000 RMB (approximately 84,300 

USD) to avoid apprehension by Chinese law enforcement agencies. Failure to pay within a 45-day deadline 

would reportedly result in these individuals being handed over to the Chinese police or transferred to 

another scamming compound.  

 

Civilians waiting to leave Laukkaing during Operation 1027. (Source: The Irrawaddy) 
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Resumption of cybercriminal activities in MNDAA-controlled areas 

Multiple sources told Myanmar Scam Watch that criminal networks have restarted smaller-scale 

scamming operations in MNDAA-controlled areas in early 2025. A source working in the cyber scamming 

industry revealed that criminal networks in MNDAA-controlled areas have pivoted away from scamming 

citizens of mainland China, because of fears of another crackdown, targeting other demographics instead, 

including North America, Europe and other Asian countries. 

Enduring vulnerabilities: Women and girls victims of trafficking and sexual exploitation  

The organized crime networks running scamming compounds in Myanmar’s border areas often have a 

diverse portfolio of criminal activities, including the trafficking and sexual exploitation of women and girls 

in brothels, KTV parlors, and within the compounds themselves, using sexual services as rewards for 

scammers. Crackdowns on criminal activities along the China-Myanmar border have exacerbated the 

vulnerabilities of women and girls as victims of trafficking and sexual exploitation. Local sources told 

Myanmar Scam Watch that many of these women and girls were trafficked deeper into Shan State, to 

towns such as Hsenni, Lashio, and Mong La.  

A local source revealed details as to how underage girls subjected to sexual exploitation were trafficked 

from Muse to Mong La during crackdowns on scamming centres in 2024. Criminal networks used local 

taxi drivers to traffic girls. The drivers were required to pay a deposit of 400,000 MMK (equivalent to $190 

USD), which the criminal networks promised to refund once the trafficked girls reached their destination, 

in addition to receiving payment for transporting them. This example illustrates the resilience of criminal 

networks to ad hoc raids, and the enduring vulnerability of women and girls caught within them.  

Impacts of crackdowns on local communities  

Fieldwork conducted by Myanmar Scam Watch revealed economic devastation in the aftermath of 

Operation 1027 in the towns of Mong La, Mong Phyak and Mong Pan in Eastern Shan State. Under the 

control of the United Wa State Army (UWSA) and the National Democratic Alliance Army (NDAA), these 

towns had developed economies heavily reliant on illicit financial flows generated by the cyber scamming, 

gambling, and entertainment industries. Operation 1027 led to the collapse of these illicit economies, 

which had a knock-on effect on all aspects of the local, legal economy. The prices of essential goods 

surged beyond the reach of ordinary residents due to the disruption of supply chains. Myanmar Scam 

Watch found that many shops sold expired food at significantly inflated prices. The illicit economy 

artificially inflated rents in criminal hubs in Wa State, which have not fallen following Operation 1027. 

Renting a shop house in Mong Pauk can still cost up to 60,000 RMB monthly (approximately 8,400 USD) 

as opposed to 8,000 RMB (1,120 USD) in other towns in Wa State. Local shopkeepers and service 

providers, many of whom had become economically dependent on the illicit economy, faced closures and 

bankruptcy, underscoring the fragile interconnection between the illicit and the local, legal economy in 

Myanmar’s border areas. 
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Gaps in service provision in the aftermath of Operation 1027 

Emerging ethnic administrations formed in the wake of Operation 1027 struggled to establish public 

services. These border regions are home to vulnerable segments of society, including persons living with 

HIV/AIDs who reported suffering from lapses in medical care following Operation 1027. Myanmar Scam 

Watch spoke to local community members who said they were worried that the increase in drug trafficking 

and the expansion of the sex industry in border areas would lead to a rise in HIV/AIDS transmission. Shan 

State has long been a hub for these illicit economies, but the expansion of Chinese organized crime in the 

region has served as a catalyst for their uncontrolled growth in recent years. The absence of coordinated 

health interventions and the breakdown of formal governance structures underscore the urgent need for 

a more holistic response to organized crime, which must include humanitarian and governance support to 

civil society and non-state armed actors in Myanmar’s border regions. 

Local gangs emulating Chinese organized crime networks 

According to local sources, criminal gangs in Wa State are luring victims from Myanmar and Laos with 

fraudulent job advertisements promising high-paying jobs. Upon arrivals, victims are given legitimate 

jobs, such as hotel receptionists. However, because of rampant inflation in border towns following 

Operation 1027, victims find themselves unable to cover basic living expenses with their salaries. 

These criminal networks then offer victims loans with exorbitant interest rates, which victims are unable 

to repay. Once victims default on their loans, they are detained by the criminal gangs and forced to work 

in casinos or subjected to sexual exploitation in brothels. Some victims were able to return to their homes 

after their families paid ransoms ranging from 8,000 to 12,000 RMB (approximately 1,120 to 1,680 USD). 

These gangs are mostly composed of local people who learned this technique from Chinese organized 

crime networks that operated in the area prior to the recent crackdowns.  
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February 2025 crackdowns on the Thai-Myanmar border  

The high-profile abduction of Chinese actor Wang Xing in Thailand in January 2024 sparked public outrage 

in China.17 Netizens condemned Beijing’s muted response and collected the names of nearly 1,800 

Chinese nationals believed to have been trafficked to Myanmar.18  

The following month, in February 2025, the Thai and Chinese governments, in cooperation with the DKBA 

and BGF, raided multiple scamming compounds on the Thai-Myanmar border. Approximately 7,000 

people were rounded up during these raids.19 According to data released by the Karen Democratic 

Buddhist Army and the Border Guard Force, this group comprised more than 27 nationalities, with more 

than half of the people being Chinese nationals.20 

This prompted undeserved positive media coverage lauding the efforts of the SAC and its allies to 

crackdown on organized crime and rescue victims of trafficking. Yet, these more recent crackdowns were 

equally ineffective.  

 

Media coverage praising the involvement of the SAC and its allies in crackdowns on 
cybercriminal operations in Myanmar’s border regions.  

 
17 Helen Davidson and Rebecca Ratcliffe. “A kidnapped Chinese actor, a scam gang, and a very public rescue operation.” 
The Guardian. January 14, 2025. 
18 Larissa Liao, Kevin Krolicki and Poppy McPherson. “China families appeal to free relatives held by scam gangs in 
Myanmar.” Reuters. January 24, 2025.  
19 Radio Free Asia Burmese. “Thousands freed from Myanmar scam centers are stranded due to official inaction.” 
February 27, 2025. 
20 Ibid. 

https://www.theguardian.com/world/2025/jan/14/wang-xing-chinese-actor-abduction-thailand-myanmar-scam-ntwnfb
https://www.reuters.com/world/asia-pacific/china-families-appeal-free-relatives-held-by-scam-gangs-myanmar-2025-01-22/
https://www.reuters.com/world/asia-pacific/china-families-appeal-free-relatives-held-by-scam-gangs-myanmar-2025-01-22/
https://www.rfa.org/english/myanmar/2025/02/27/myanmar-scam-center-rescues/
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Evading justice: Gaps in arrests and perpetrator smuggling  

A report by the Global Initiative against Transnational Organized Crime estimates that only about 10% of 

the people held in scamming compounds were rescued during this crackdown. Interviews by Myanmar 

Scam Watch confirmed this estimate.21 A local source told Myanmar Scam Watch that these raids did not 

result in the arrests of key perpetrators because major crime bosses had been tipped off in the days 

preceding the raids on Shwe Kokko: 

“This crackdown is just for show. What is happening in Karen State is even worse than 
Laukkaing. Everyone is involved, including the Thai police, military, and immigration 
authorities. The major criminal kingpins were all tipped off. By the time the crackdown was 
underway, they had moved to Hpa-an. You could not rent a hotel room in Hpa-an during that 
time, they were all full.” 

Another source reported that organized crime networks had moved key personnel to Phayanthonzu 

(Three Pagodas Pass) and Laos before the raids. It is improbable that such a large-scale movement of 

people could have escaped the notice of the SAC and its allies as they were preparing coordinated raids 

on scamming compounds, highlighting their continued complicity with organized crime networks. 

A local informant told Myanmar Scam Watch that, under pressure from the Thai and Chinese 

governments over the Wang Xing case, the DKBA paid a ransom to the Chinese criminal syndicate holding 

him. This further reveals the local power dynamics at play and underscores the hypocrisy of those 

claiming to combat organized crime. 

Challenges with victim identification and assistance  

A recent report by the United Nations Office on Drugs and Crime (UNODC) highlighted serious issues with 

victim identification and assistance during the February 2025 raids on scamming compounds along the 

Thai-Myanmar Border. Official statements from the Chinese government labelled Chinese nationals 

repatriated in these crackdowns as “fraud suspects,” releasing images of individuals disembarking charter 

planes in handcuffs.22 In contrast, the Indian government’s communications over the repatriation of more 

than 500 Indian citizens emphasize that these individuals were “victims,” described as having been 

“rescued” after being “lured by fake job offers” and coerced into cyber scamming.23  

Local responders interviewed by Myanmar Scam Watch reported that local civil society organizations and 

governance actors with experience assisting trafficking victims were excluded from efforts to support 

individuals awaiting repatriation. Effective coordination with local civil society would help ensure a victim-

centred, trauma-informed response, which is already complicated by the large numbers of victims 

needing support in a short time frame and the fact that existing regulatory frameworks are not well suited 

to identifying victims of human trafficking for forced criminality. 

 
21 Jason Tower. “Scam empire strikes back: Crackdowns on Myanmar’s scam industry have had little material impact.”  
Global Initiative against Transnational Organized Crime. August 2025. 
22 United Nations Office on Drugs and Crime. “Inflection Point: Global Implications of Scam Centres, Underground 
Banking and Illicit Online Marketplaces in Southeast Asia.” April 2025. 
23 Ibid. 

https://globalinitiative.net/analysis/scam-empire-strikes-back-crackdowns-on-myanmars-scam-industry-have-had-little-material-impact/
https://www.unodc.org/roseap/uploads/documents/Publications/2025/Inflection_Point_2025.pdf
https://www.unodc.org/roseap/uploads/documents/Publications/2025/Inflection_Point_2025.pdf
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Resumption of cybercriminal activities 

Multiple sources told Myanmar Scam Watch that criminal networks have resumed operations along the 

Thai-Myanmar border. One local informant said that they have observed lights continuing to shine in 

many scamming compounds and luxury cars such as Bentleys driven around these areas. 

Myanmar Scam Watch’s analysis of satellite imagery also found rapid ongoing construction of new 

scamming compounds since the recent crackdowns. 

  

27 January 2022 25 February 2025 

Satellite imagery showing the growth of new scamming compounds in Myawaddy Township, Karen State. 

Enduring vulnerabilities: Women and girls victims of trafficking and sexual exploitation  

Local responders told Myanmar Scam Watch that raids on scamming compounds in February 2025 did 

not prioritize the rescue of vulnerable individuals. These responders reported that vulnerable women and 

girls continue to be subjected to sexual abuse and exploitation along the Thai-Myanmar border. 

A local source reported the case of a trafficking victim who had been repeatedly raped by her Chinese 

boss. In the period following the raids on Shwe Kokko, the victim became pregnant and was forced to 

have an abortion, even though she did not consent to the procedure. When the first abortion failed, the 

victim was forced to undergo a second procedure. In addition to undergoing medical interventions 

without her consent, the victim had been subjected to repeated torture. Myanmar Scam Watch 

corroborated this account with visual evidence. Although her family repeatedly requested support from 

her embassy, the victim continued to be abused and threatened with further trafficking and physical 

punishment. This example underscores the ad hoc nature of these raids, and the continuing struggle 

many vulnerable victims face in attempting to escape scamming compounds.  
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Impacts of crackdowns on local communities  

Communities along the Thai-Myanmar border have been negatively impacted by the operations of 

organized crime networks. In the aftermath of the 2021 military coup, local sources reported that the 

price of the methamphetamine drug yaba plunged (from 3,000 MMK or 1.5 USD per tablet to 1,000 MMK 

or 0.5 USD), which has contributed to a sharp rise in drug use. In addition to this, there has been a marked 

increase in gambling, driven in part by the BGF organizing gambling events in different villages, increasing 

household debt and driving some families to lose their land or property. A local informant told Myanmar 

Scam Watch that in the Shwe Kokko area, there have also been cases of indebted local villagers selling 

underage daughters to members of Chinese organized crime networks. 

In this context, vulnerable communities along the border have been impacted by the sharp increase in 

fuel prices during the February 2025 crackdowns on scamming compounds, as well as disruptions to 

essential services such as electricity. Myanmar people living on both sides of the border reported 

increased checkpoints and movement restrictions, which resulted in a loss of livelihoods. 

Local humanitarian actors also reported that the Thai authorities are increasingly monitoring the use of 

Starlink devices. Since organized crime networks have deployed Starlink to bypass internet blackouts and 

relocate operations to more remote areas,24 Thai law enforcement agencies suspect that anyone with 

the technology is connected to the cyber scamming industry, which has placed humanitarian responders 

at risk of increased scrutiny even though many of them legitimately depend on Starlink to maintain 

communications and deliver aid in conflict-affected areas.  

 
24 Allison Pytlak and Caitlin Goodman. “Starlink Can Curb Southeast Asia’s Cyber Scam Industry - If They Choose.” 
The Stimson Center. March 2025. 

https://www.stimson.org/2025/starlink-can-curb-southeast-asias-cyber-scam-industry-if-they-choose/
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Cybercriminal networks increasingly 
resilient despite crackdowns  
Due to the ineffectiveness of these ad hoc crackdowns, criminal networks have become increasingly 

resilient and more deeply entrenched in Myanmar and the broader Mekong region.  

 

Skyline showing the notorious King Romans Casino and new developments in the Laos Golden Triangle  
Special Economic Zone. (Source: Myanmar Scam Watch) 

Strategic dispersal and decentralization  

Following the crackdowns, criminal networks have diversified their areas of operation and adopted a 

strategy of dispersion and structural decentralization. A local source told Myanmar Scam Watch that 

certain organized crime networks now maintain multiple bases across Myanmar as well as in the Laos 

Golden Triangle Special Economic Zone (SEZ) to preserve operational continuity and evade ad hoc 

crackdowns. They reported that they know of at least one organized crime network that maintains a 

significant number of people in three different compounds and rotates senior staff every 12 weeks. 

Other organized crime networks have reportedly moved from large and established scamming 

compounds to operating through multiple, easier-to-hide bases. In some cases, these can be 

inconspicuous, consisting of offices or rented apartments housing up to 15 individuals, which makes 

detention and victim rescue much more difficult.  
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Sources told Myanmar Scam Watch that a 

number of criminal networks have also 

adopted a “work from home” model, in 

which trusted employees are provided 

with a laptop, a WIFI connection, and a 

generator to scam people from their own 

homes. Tachileik has emerged as a hub for 

this operational model, which has 

predominantly been used by criminal 

syndicates running user-controlled online 

gambling scams.  

This operational shift is enabled in part by 

the growing vulnerability of Myanmar’s 

young people, who are increasingly 

turning to illicit economies to survive due 

to the widespread loss of formal 

employment, inflation, and fears of 

military conscription. 

Online gambling operations have rapidly 

expanded in Myanmar in recent years. 

They are locally referred to as 500 Games 

(ဂိမ ်းပ ေါင ်း၅၀၀), referring to the large number 

of different types of gambling accessible 

through these websites. A recent UNODC 

report analyses how these illegal gambling 

websites are used by organized crime 

networks to facilitate large-scale money 

laundering.25  

To date, there have been no efforts by the 

SAC to block these websites in Myanmar, 

suggesting that the junta is turning a blind 

eye to organized crime operations at a 

time when it is deploying sophisticated 

Chinese surveillance technology to track 

people online and prevent people from 

accessing social media by using VPNs. 

 

 
25 United Nations Office on Drugs and Crime. “Inflection Point: Global Implications of Scam Centres, Underground 
Banking and Illicit Online Marketplaces in Southeast Asia.” April 2025. 

 
Vacancy announcement looking for Myanmar people to promote 

online gambling websites used by cybercriminal networks to 
launder money. Applicants can work from home. 

(Source: Telegram) 

https://www.unodc.org/roseap/uploads/documents/Publications/2025/Inflection_Point_2025.pdf
https://www.unodc.org/roseap/uploads/documents/Publications/2025/Inflection_Point_2025.pdf
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Increasing sophistication of scamming methods  

The expansion of the cyber scamming industry has led to increased public awareness of common 

scamming tactics. Organized crime networks have evolved their tactics by deploying generative AI, 

deepfake technologies, and fake area codes.  

In addition to leveraging technology, cyber 

scamming operations are adopting 

increasingly sophisticated methods of 

approaching victims. This includes 

infiltrating technical or specialized forums, 

such as a local Facebook group for electrical 

engineers, to reach older male professionals 

who are seen as lucrative targets. By 

leveraging AI, scammers initiate discussions 

on technical topics to establish credibility 

and build trust within the group. The 

scammers gradually steer their targets 

towards fake investment schemes framed as 

legitimate collaboration.  

Organized crime networks are also investing 

heavily into professional training and skills 

development for their workforce. Myanmar Scam Watch interviewed a Myanmar young man who was 

trafficked to Laos Golden Triangle SEZ and forced to undergo a two-month-long training on cyber 

scamming, which included typing courses, classes on psychological manipulation techniques, and how to 

build rapport and gain trust through text-based interactions.  

 

Awareness poster from Thai government warning people 
about cybercriminals’ use of fake area codes. 



 
 

 23 

              SCAM HAVEN 
MYANMAR 

DIGITAL 
RESEARCH 

Myanmar’s booming illicit economy: 
A lifeline for thousands  
Increasing vulnerabilities of Myanmar young people  

Following the 2021 military coup, the political instability and collapse of the Myanmar economy increased 

the vulnerability of Myanmar men, women, and children to human trafficking and exploitation. According 

to the United Nations Development Program (UNDP), over 76% of the population now lives below or 

close to a subsistence existence.26 The combined impacts of the COVID-19 pandemic, the political crisis 

and widespread violence have severely affected the labour market, resulting in over 14% of the workforce 

losing employment.27  

In February 2024, the SAC activated a long-dormant conscription law, the 2010 People’s Military Service 

Law, requiring men aged 18 to 35 and women aged 18 to 27 to serve a minimum of two years in the 

Myanmar Armed Forces, with possible extensions of up to five years during emergencies.28 The SAC 

halted applications for new overseas worker identity cards and passports, denied boarding to men and 

women of draft age at airports, and refused to let young people through checkpoints in border regions 

without proof of exemption from conscription orders.  

In recent months, the SAC further restricted movement by preventing “Personal Visit” passport holders 

from crossing the border into Thailand at Tachileik. The SAC has also imposed limitations on the Myanmar 

Embassy in Thailand regarding visa extensions. Myanmar citizens from EAO-controlled areas are required 

to present a Myanmar police clearance certificate to obtain embassy documentation, which proves 

impossible due to the lack of SAC administrative presence in these areas. These developments have 

further increased the vulnerability of Myanmar young people, amplifying fear and leading many to choose 

informal migration pathways to find employment in neighboring countries.  

The threat of military conscription by ethnic armed organizations has further accelerated this trend. As 

of last year, the Restoration Council of Shan States (RCSS) has ramped up forced conscription in its 

operational areas.29 The Shan State Progressive Party (SSPP) has prohibited drivers from transporting 

young people of conscription age and has detained young people attempting to migrate to Thailand.30 

 
26 United Nations Development Programme (UNDP). “Poverty and the Household Economy of Myanmar: A Disappearing 
Middle Class.” April 2024. 
27 International Labour Organization (ILO). “Brief Rapid Assessment on Employment in Myanmar 2021.” January 2022. 
28 Ye Myo Hein. “Myanmar’s Fateful Conscription Law.” United States Institute of Peace (USIP). February 26, 2024.  
29 Frontier Myanmar. “‘Living in fear’: RCSS conscription kicks off.” April 11, 2024.  
30 Sai Hseng Ai. "ထိိုင ်းနိိုင ငသံ  ်းမည  သူမ  ်းကိို SSPP မှ  ိတ  င ဖမ ်းဆ ်းပေ ဟိုဆိို” Shan News. February 12, 2024.  

https://www.undp.org/press-releases/middle-class-disappearing-and-poverty-deepening-myanmar
https://www.undp.org/press-releases/middle-class-disappearing-and-poverty-deepening-myanmar
https://themimu.info/sites/themimu.info/files/documents/Brief_Rapid_Assessment_on_Employment_in_Myanmar_2021_ILO_Jan2022.pdf
https://www.usip.org/publications/2024/02/myanmars-fateful-conscription-law
https://www.frontiermyanmar.net/en/living-in-fear-rcss-conscription-kicks-off/?fbclid=IwY2xjawNF6qlleHRuA2FlbQIxMQBicmlkETFmeklmWmNPSWF2cVNZRHVXAR4PHs6AHFHQydmC-FROWxVhIYnHZKHYVNOgGHo97EzFWvKSC92IS29wA8q4CA_aem_6x6-LEJbAsC3Z4pul77UCA
https://burmese.shannews.org/archives/40003?fbclid=IwY2xjawNGAvNleHRuA2FlbQIxMABicmlkETFmeklmWmNPSWF2cVNZRHVXAR62C3_c5flgUbH16Pl5G-KcJnkOlvMqAQ-VBijOzTM1l1Of8dZu248-EPSNYA_aem_GWQJfmXVKAFH6vMQc4Xxfg


 
 

 24 

              SCAM HAVEN 
MYANMAR 

DIGITAL 
RESEARCH 

How cyber scamming networks target young people in Myanmar  

The recruitment of young people into cyber scamming operations occurs through multiple channels:  

• fraudulent job advertisements on social media networks;  

• referrals from friends and acquaintances;  

• aspirational portrayals of lavish lifestyles on platforms such as Instagram by those already embedded in 
the industry;  

• unregistered agents; 

• training courses for young people.  

 
Photographs advertising a typing course for young people in Myanmar, to help them gain employment in scam centres. 

The cost is 300 RMB per person, and the ad promises “connections to scam jobs.” (Source: Telegram) 

In some cases, families sell their personal assets such as motorbikes or property to finance their child’s 

entry into these operations. One of the main incentives is the promise of remittances. Having a family 

member earning a higher income in the cyber scamming industry can provide a lifeline for the economic 

survival of an entire household. For example, typical monthly incomes in Ayeyarwaddy Region are 

estimated to be around 300,000 MMK (approximately USD 140), whereas in Shwe Kokko it can be up to 

2 million MMK (USD 950).  

Young people who speak multiple languages and who are technologically literate are seen as valuable, 

skilled recruits by cyber scamming networks, and can earn significantly higher salaries. 
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Fraudulent ads for “online jobs” found on social media pages. Left: this ad seeks tech-savvy English and Burmese speakers 
who can type 60 WPM and have a clean bill of health. Monthly salary: 10,000–50,000 THB (310–1,550 USD), working 10am 
to 11pm. Right: This ad targets young women fluent in Burmese for “online chatting.” Monthly salary: 6,000 THB (185 USD). 

Other young people migrate under post-paid arrangements, committing to repay brokers over time, 

exposing themselves to significant risks of exploitation and coercion. Myanmar Scam Watch spoke to one 

of these young people, a former political prisoner who feared being arbitrarily detained or persecuted 

for his activism, which prompted him to respond to a fraudulent advertisement for a position in the Laos 

Golden Triangle SEZ. Upon arrival, he was forced to undergo three months of training on cyber scamming. 

He refused to scam people and could not meet the daily quota demanded by the scam centre. As a result 

of this, he was terminated and confined to a small, overcrowded room. Because of his debt to the broker 

who arranged his illegal crossing into Laos SEZ, he could not leave until his debt was repaid in full. 

Experiences of Myanmar young people in the cyber scamming industry  

According to interviews conducted by Myanmar Scam Watch, the experiences of Myanmar young people 

in the cyber scamming industry differ widely. Several factors influence the likelihood of abuse and 

exploitation, including the compound’s location; the use of coercion by the criminal network in its 

treatment of workers; the individual’s role and level of skill/qualifications; and the circumstances under 

which they were recruited. Several sources told Myanmar Scam Watch that media coverage of the 

scamming industry focuses overlooked the experiences of local people:  

“Everyone talks about foreigners on the news, how they get tortured. But nobody talks about 
Myanmar people suffering in scam centres. Myanmar people are also suffering a lot.” 



 
 

 26 

              SCAM HAVEN 
MYANMAR 

DIGITAL 
RESEARCH 

A 2023 report by the Shan Human Rights Foundation (SHRF) documents how young women from 

Myanmar face extreme vulnerability to sexual exploitation in scamming compounds.31 SHRF analyzes the 

case of a young woman who was subjected to violence and sexual abuse after being trafficked to Wa 

State and sold to a Chinese criminal network to provide sexual services to Chinese men working at the 

scam centre, and of another young woman who had intentionally moved to Laukkaing to work as an 

accountant in a casino.32 Although she was not a victim of trafficking and willingly took on this role, she 

was gang-raped by her Chinese boss and his colleagues after being accused of embezzlement and 

subsequently committed suicide by jumping off a tall building.33  

A source told Myanmar Scam Watch that they were aware of multiple cases in which young Myanmar 

women working in the cyber scamming industry were sold by their Chinese boyfriends to scam bosses for 

sexual exploitation. 

Myanmar Scam Watch also interviewed several young people from Myanmar who said that they had not 

been subjected to abuse while working in the cyber scamming industry. One respondent described how 

her compound operated under a hierarchical structure in which Myanmar men and women were 

afforded comparatively greater freedoms than third-country nationals, whose movements were heavily 

restricted. While she was not personally subjected to physical violence, she reported significant 

psychological distress because she could hear others being tortured in a neighbouring building. She 

ultimately left her job, citing moral concerns: 

“The main reason I left is because I do not want to cheat others. This is a bad job. I do not want 
to support my family with black money. I have compassion. If I continue to do it knowingly, I 
will become a bad person too. Some people have come to me and asked me: Where do you 
work and how much money do you make? Why are you doing this? Some people have said: 
Many of you, the people of Myanmar, are scamming others. I can't stand it when people say 
that. I am an educated person, and I do not want to make a living from the sweat and tears of 
others. I can't stand it.” 

Myanmar young people have limited pathways to survival beyond risking trafficking and abuse at the 

hands of organized crime networks, underscoring the urgent need for holistic humanitarian and 

development assistance to provide a lifeline to millions of Myanmar men, women, and children. A young 

woman interviewed by Myanmar Scam Watch said:  

“I want to stop doing this job. Because in the long-run, it’s dangerous. But if I go back home, how 
can I earn money? This is the only job I know how to do. I do modelling and scamming. I have not 
done any other job in years. My country is fucked up, and I don’t have a choice.” 

Anti-trafficking organizations and law enforcement agencies will need to deploy increasingly 

sophisticated methods to identify victims and perpetrators of the cyber scamming industry. 

 
31 Shan Human Rights Foundation (SHRF). “Trapped in Hell: Trafficking, enslavement and torture of youth by Chinese 
criminal gangs in northeast Shan State since the 2021 coup.” October 2023. 
32 Ibid. 
33 Ibid. 

https://shanhumanrights.org/trapped-in-hell/
https://shanhumanrights.org/trapped-in-hell/
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Increased vulnerabilities of Myanmar people trafficked and/or exploited in scam 
centres in neighbouring countries 

Myanmar Scam Watch spoke to a number of young people from Myanmar who are being held in 

scamming compounds in other countries in Southeast Asia, such as the Laos Golden Triangle SEZ or 

Cambodia. In some instances, they were duped by fraudulent job advertisements and neatly fit the 

definition of victims of human trafficking. In others, Myanmar young people voluntarily migrated to work 

in a cyber scamming centre, only to later become subjected to abuse by organized crime networks. Some 

of the interviewees had a particularly vulnerable profile, including political dissidents who had been 

previously arrested for their involvement in the Civil Disobedience Movement (CDM) or young people 

from areas experiencing violent conflict.  

For many of these young people, formal return to Myanmar does not bring safety, but instead exposes 

them to arrest, forced conscription, or other punitive measures by the junta. Interviewees told Myanmar 

Scam Watch that they cannot reach out to the Myanmar embassy for support, since an official 

repatriation would increase their risk of being forcibly conscripted into the Myanmar Armed Forces. Local 

and international media outlets have reported cases of deported young people being arrested and 

conscripted upon their return to Myanmar.34  

It is imperative for law enforcement agencies and regional governments to recognize the increased 

vulnerability of people from Myanmar. Repatriation should not be treated as an end goal, but a process 

that includes screening, protection, and consideration of alternative options such as resettlement or legal 

migration to other countries.  

 
34 Zsombor Peter. “Myanmar’s military drafts thousands in first year of conscription drive.” Al Jazeera. April 11, 2025. 

https://www.aljazeera.com/news/2025/4/11/myanmars-military-drafts-thousands-in-first-year-of-conscription-drive
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Recommendations 
The scale and severity of organized crime in Myanmar and the broader Southeast Asian region demands 

a coordinated, holistic response that matches the sophistication and nimbleness of the illicit networks 

they seek to disrupt. Dismantling these networks will require sustained pressure, legal action, financial 

disruption, a victim-centred approach and support for accountability efforts across jurisdictions. 

The international community must acknowledge the deep collusion between the SAC, its allies, and 

organized crime networks, and come to terms with the fact that regime change is a necessary step 

towards not only dismantling cybercriminal networks that generate billions by enslaving thousands of 

victims, but also towards achieving a peaceful and democratic Myanmar. To that end, Myanmar Scam 

Watch puts forward the following recommendations: 

For law enforcement agencies: 

• Strengthen regional and international collaboration by creating a joint task force to enable the timely 
sharing of intelligence, ensuring that transnational organized crime networks are detected early, 
disrupted decisively, and held to account in multiple jurisdictions. 

• Secure and preserve all documentary, digital, and material evidence related to organized crime 
operations, and share them as relevant with regional and international partners. 

• Ensure evidence preservation is independent of any single authority, with oversight or third-party 
monitoring to reduce risk of tampering or destruction. 

• Monitor border operations, holding officials accountable for facilitating trafficking or providing 
protection to criminal operations. 

• Adopt victim-centred, trauma-informed investigative practices.  

For concerned governments: 

• Enact or strengthen legislation that includes: 

o clear definitions of trafficking, forced criminality, and forced labour, to support the effective 
identification of victims.  

o a non-punishment clause so victims are not prosecuted for acts committed under duress or as part 
of trafficking, in accordance with the principle of non-criminalisation of victims enshrined in 
international law.  

o legal protections for vulnerable victims to ensure safe, dignified and voluntary repatriation or 
resettlement, particularly for stateless persons or persons from Myanmar who are at increased risk 
of forced conscription, arbitrary detention or other human rights violations.  

• Implement targeted sanctions and restrictive measures against individuals and companies who are 
proven to facilitate or profit from cyber scamming and associated crimes including human trafficking, 
forced labour, and money laundering. 

• Meaningfully involve local civil society organisations, ethnic service providers, and emerging local 
governance authorities in the response to cyber scamming, including prevention, victim assistance, and 
accountability efforts. 

• ASEAN countries, particularly Thailand, should expand and facilitate legal migration channels for 
Myanmar citizens, including land-based entry routes. This would reduce the risk of exploitation and 
provide safer alternatives for those seeking work abroad. 
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For donors: 

• Support the establishment of a regional civil society-led response network to support victims of scam 
trafficking. This network should: 

o prioritise coordination among grassroots organizations, NGOs, and community-based actors, with 
the potential to collaborate with law enforcement agencies in the future. 

o ensure protection services are accessible by developing transnational referral mechanisms that 
ensure services follow the victim across borders. 

• Allocate more resources for anti-trafficking programming, particularly in border regions, to fund 
activities which could include:  

o anti-trafficking awareness campaigns. 

o capacity building for mental health professionals, to enable a more trauma-informed response. 

o technical support for non-state actors on victim protection, trauma-informed care, and human 
trafficking. 

• Increase funding for holistic humanitarian and development interventions to provide a lifeline to 
millions of Myanmar men, women, and children. 
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